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KURS 
AÇIKLAMASI

BU KURSU 
KİMLER ALMALI?

SOC-L2 (Inc�dent Responder) ek�pler� güvenl�k tehd�tler�n�
önleyerek ve haf�fleterek kurumsal güvenl�ğ� korur ve gel�şt�r�r.
Bu profesyoneller, olayların der�nlemes�ne araştırılmasından
sorumludur. Ayrıca �y�leşt�rme ve önlemler konusunda
tavs�yelerde bulunur. SOC-L1 takımlarından �let�len alert'ler�
der�nlemes�ne �nceleyerek gerekl� aks�yonları alır. Kursumuzda
b�r SOC-L2 anal�st�n�n �ht�yaç duyacağı tüm yetenekler�
uygulamalı olarak öğreneceks�n�z.

S�ber güvenl�k sektöründe yer almak �steyen öğrenc� veya IT Personel�,
Kar�yer�n� s�ber güvenl�k alanında �lerletmey� düşünenler,
S�ber güvenl�k alanında kar�yer yapmak �steyenler,
S�ber Güvenl�k Anal�stler� (SOC Analyst),
Olay Yanıtlayıcılar (Inc�dent Responder)
Tehd�t �st�hbaratı Anal�stler� (Threat Intell�gence Analyst)
Adl� B�l�ş�m Uzmanları (Forens�cs Analyst)
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1.1. F�rewall
        1.1.1. What �s F�rewall?

        1.1.2. Types of F�rewall (NGFW, WAF)

        1.1.3. What �s F�rewall Rules?

        1.1.4. What �s 5-Tuple?

1 . F O R T I G A T E  F I R E W A L L  

2

1.2. EVE-NG (Emulated V�rtual Env�ronment)
        1.2.1. Installat�on Eve-Ng

        1.2.2. Intro to Eve-Ng GUI

        1.2.3. Creat�ng a Topology �n Eve-ng

        1.2.4. Connect�ng to the Fort�gate Web GUI

        1.2.5. Conf�gur�ng Interfaces

        1.2.6. Wr�te a Rule �n Fort�gate

        1.2.7. Secur�ty Prof�les

2 . I B M  Q R A D A R   
2.1. Intro to IBM QRADAR

2.2. Log Act�v�ty

2.3. Network Act�v�ty

2.4. Assests and Offenses

2.5. Reports

2.6. Data Collect�on

2.7. Qradar Rules and Conf�gur�ng Rules

2.8. Search�ng Events

2.9. Sav�ng Event Search Cr�ter�a

2.10. Conf�gur�ng T�me Ser�es Chart
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2.11. Offense Invest�gat�on
            2.11.1. AWS Cloud Attack

            2.11.2. GDPR Attack

            2.11.3. Ph�s�ng Attack

            2.11.4. Cyrptojack�ng Attack

            2.11.5. DDos Attack

2.12. Offense Report�ng

3 . L O G  I N V E S T I G A T I O N  W I T H  S P L U N K  
   

3.1. Installat�on Botsv1 

3.2. Inc�dent Handl�ng W�th Splunk

3.3. Invest�gat�ng W�th Splunk

4 . A D V A N C E  E N D P O I N T  S E C U R I T Y   
  

4.1. Sysmon

4.2. Syslog

4.3. Osquery

4.4. Invest�gat�on CrowdStr�ke Detect�ons
        4.4.1. Malware Invest�gat�on �n CrowdStr�ke

        4.4.2. Ransomware Invest�gat�on �n CrowdStr�ke

        4.4.3. Lsas.exe Credent�al Dump�ng

        4.4.4. Foll�na
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5 . P Y T H O N  F O R  C Y B E R  S E C U R I T Y
5.1. Python Essent�als-1
        5.1.1. Introduct�on to Python and Computer Programm�ng.

        5.1.2. Python Data Types, Var�ables, Operators, and Bas�c I/O Operat�ons.

        5.1.3. Boolean Values, Cond�t�onal Execut�on, Loops, L�sts and L�st Process�ng, 

        Log�cal and B�tw�se Operat�ons.

        5.1.4.Funct�ons, Tuples, D�ct�onar�es, Except�ons, and Data Process�ng

5.2.  Python Essent�als-2
        5.2.1. Modules, Packages, and PIP

        5.2.2. Str�ngs, Str�ng and L�st Methods, Except�ons Types of Endpo�nt  Threats?

5.3. Bash Scr�pt�ng

6 . A D V A N C E D  M A L W A R E  A N A L Y S I S  
6.1  Stat�c Malware Analys�s 
        6.1.1. What �s Stat�c Malware Analys�s?

        6.1.2. Malware Stat�c Analys�s Techn�ques

        6.1.3. Stat�c Malware Analys�s Example

6.2. Dynam�c Malware Analys�s 
        6.2.1. What �s Dynam�c Malware Analys�s?

        6.2.2. Wh�ch Tools and Software do We Need?

        6.2.3. Flare-VM Installat�on

        6.2.4. Dynam�c Malware Analys�s Example - 1

6.3   Malware Traff�c Analys�s w�th WIRESHARK 
        6.3.1. Conf�gur�ng the W�reshark for Malware Traff�c Analys�s

        6.3.2. Malware Traff�c Analys�s W�th W�reshark – 1
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7 . D I G I T A L  F O R E N S I C S  
7.1. Introduct�on to Forens�c

7.2. Forens�c Fundamentals

7.3. D�g�tal Ev�dence

7.4. W�ndows Forens�cs


